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Retina Verification System Based on Biometric
Graph Matching

Seyed Mehdi Lajevardi, Member, IEEE, Arathi Arakala, Stephen A. Davis, and Kathy J. Horadam

Abstract— This paper presents an automatic retina verification
framework based on the biometric graph matching (BGM)
algorithm. The retinal vasculature is extracted using a family
of matched filters in the frequency domain and morphological
operators. Then, retinal templates are defined as formal spatial
graphs derived from the retinal vasculature. The BGM algorithm,
a noisy graph matching algorithm, robust to translation, non-
linear distortion, and small rotations, is used to compare retinal
templates. The BGM algorithm uses graph topology to define
three distance measures between a pair of graphs, two of which
are new. A support vector machine (SVM) classifier is used to
distinguish between genuine and imposter comparisons. Using
single as well as multiple graph measures, the classifier achieves
complete separation on a training set of images from the VARIA
database (60% of the data), equaling the state-of-the-art for
retina verification. Because the available data set is small, kernel
density estimation (KDE) of the genuine and imposter score
distributions of the training set are used to measure performance
of the BGM algorithm. In the one dimensional case, the KDE
model is validated with the testing set. A 0 EER on testing shows
that the KDE model is a good fit for the empirical distribution.
For the multiple graph measures, a novel combination of the
SVM boundary and the KDE model is used to obtain a fair
comparison with the KDE model for the single measure. A clear
benefit in using multiple graph measures over a single measure to
distinguish genuine and imposter comparisons is demonstrated
by a drop in theoretical error of between 60% and more than
two orders of magnitude.

Index Terms— Retinal feature extraction, retina vessels detec-
tion, multiple graph attributes, biometric graph matching, person
verification.

I. INTRODUCTION

THE vascular pattern in the retina is thought to be highly
unique across the human population [1]. Apart from its

claimed distinctiveness, the retina is robust to changes in
human physiology, remaining almost the same throughout the
lifespan of an individual. As it is internal to the body, the
retinal image is not as accessible as common commercial
biometrics like fingerprint and face, though it is claimed to
be possible to capture a retina image from up to 1 metre.
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While accessibility is desirable in most commercial biometric
systems, it also makes the biometric easier to spoof. The retinal
vasculature is a biometric that is best suited to high security
applications where the user is co-operative [1]. Liveness is
automatically ensured if authenticating in real time. These
advantages, along with improvement in scanning technology,
have contributed to the resurgence of interest in the retinal
biometric in the last few years [2]–[5].

This paper proposes an automatic retina verification frame-
work where the vascular pattern of a retinal image is processed
to created a spatial graph template. A biometric graph match-
ing algorithm is presented, which compares two graphs derived
from two retinal images and returns a set of distance measures
between them. The lack of large publicly available retinal
databases inhibits large scale and consistent testing of any
retinal verification system. To overcome this issue, the data-
base used is split into 2 parts - training set and testing set.
Kernel density estimation is used to model the distribution of
distances resulting from comparisons in the training set [6].
The model is then used to select an appropriate operating
threshold for the system. The verification system is tested
at the chosen threshold using the testing set. Each pair of
templates from the testing set is input to the BGM to determine
the distance between them. If this distance is less than or
equal to the specified threshold, they are labeled as genuine,
otherwise, they are labeled as imposter. Figure 1 shows the
proposed verification framework.

This paper is organized as follows. Section II describes
the existing work on retina in biometrics. Retinal feature
extraction and representation of the retina graph are described
in Section III. The BGM algorithm is detailed in Section IV.
The retina database, optimised system parameters and dis-
cussion of the experiments are described in Section V.
Analysed experimental results are presented in Section VI and
Section VII draws some final conclusions.

II. BACKGROUND

For biometric purposes, retinal templates have been created
using general image processing techniques on the raw image
[2] and entire images have been matched based on correlation
of the overall blood vessel pattern from the image [7]. More
often, feature extraction techniques have been used for retinal
images including traversing a circular region centred on the
fovea [1], an annulus centred on the optical disc [3] and
extraction of restricted patterns of vessels crossing the retina
boundary [8]. Vessel calibre was added in [9] as an additional
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Fig. 1. Block Diagram of Verification Framework.

feature to [3]. Templates based on feature points (positions of
vessel branchings and crossovers) have been studied recently
in [4], [10]–[15] and the effect of matching such features
in fovea-centred versus optical disc-centred images has been
studied in [5].

One obstacle to studying retina as a biometric has been
the lack of large public databases of clinically normal retinas.
Some of the results above have been for very small sam-
ple sizes. The VARIA database [16] is the largest currently
available publicly, with 139 individuals and 233 images. The
studies [4], [5], [13]–[15] use it. They use different samples
from the VARIA database, different algorithms to match
feature points, and different functions to score comparisons. In
[17, Table 1] the scores obtained in [4], [14] are compared with
results for 7 scoring functions using the manually extracted
feature point templates of [15]. All studies using a function
based on the geometric mean of set sizes give an Equal Error
Rate (EER) of 0%. That is, using this specific scoring function,
there is no overlap between the sample population of gen-
uine comparisons (between two retina images from the same
person) and the sample population of imposter comparisons
(between retina images from two different people). Ideally,
sample sizes should be large enough to permit measurement
of the False Match Rate (FMR) and the False Non-Match
Rate (FNMR) and so derive Receiver Operating Characteristic
(ROC) curves and EERs which better represent the population,
but this is not possible using current databases. Kernel density
estimation based on manually extracted templates is used to
model the population score distributions in [17].

Automatic segmentation of retinal vessels is a very challeng-
ing research topic, which has gained much attention during
the last few decades [18]–[20]. The presence of noise, the low
contrast between vasculature and background, brightness, and
the variability of vessel width and shape are the main obsta-
cles. A number of approaches have been proposed for vessel
segmentation from retinal images. Early research on retina
used a matched filtering for blood vessel segmentation [18].
In [19], [20], tracking methods were proposed to obtain
the vascular structure of the retina. Region-based threshold
probing of the matched filter response [21], morphologi-
cal operations and a combination of nonlinear filtering and
morphological operations [22], [23] were previously used
to segment the vessels from the retinal image. In [24],

the filtered retinal image by two dimensional (2-D) Gabor
filters is classified using a Gaussian mixture model (GMM)
for vessel segmentation. A combination of matched filters and
likelihood ratio vesselness (LRV) was proposed in [25]. In
[26], the line detector and support vector machine (SVM)
were used for vessel detection. Some of these methods are
complicated and they are time consuming. Furthermore, most
of them have been used in medical science studies for which
more detailed information (e.g. shape, width, length) about
the vessels is needed. To overcome these issues, a family of
matched filters in frequency domain, combined with morpho-
logical operators, is used for retinal vessel segmentation.

The retinal vasculature can be represented as a formal
graph when vessel branch and crossing point locations are
augmented by the information about connections between
them. This information represents the retinal vasculature better
than using vessel feature point locations alone. Graphs from
vasculature are used in medical imaging for vessel registration
and vessel annotation [27]. In this paper, a spatial graph
extracted from the retinal vasculature as described in [15] is
used for the BGM algorithm.

III. RETINAL IMAGE FEATURES

A. Retinal Image Enhancement

The image pre-processing procedure is a very important step
in the retina feature extraction task. Its aim is to obtain images
which have normalized intensity, uniform size and shape,
and depict only enhanced retinal vessels. The retinal image
intensity is normalized using histogram equalization [28].
The blood vessels usually have poor local contrast [18], [29].
In order to enhance the vessels, matched filter detection is
used to detect piece-wise linear segments of vessels in retinal
images. The gray-scale profile of the cross section of a blood
vessel can be approximated by a Gaussian filter.

As the retinal vessels have different directions, a family of
2-D matched filters with different orientations is used to search
for vessel segments along all possible directions [18]. Given an
input image of N1 × N2 pixels, i(x, y), represented in gray-
scale, for each pixel position, the response with maximum
modulus over all possible orientations is given by

o(x, y) = max
θ

[i(x, y) ∗ gθ (x, y)] (1)
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where 1 ≤ x ≤ N1, 1 ≤ y ≤ N2, “*” denotes convolution and
gθ (x, y) is a family of matched filters given by

gθ (x, y) = hθ (x, y) −
∑N1

x=1

∑N2
y=1 hθ (x, y)

N
. (2)

Here hθ (x, y) = h(x cos θ − y sin θ, x sin θ + y cos θ)
represents a 2-D filter with orientation θ = πa

6 , a = 0, . . . , 5,
N is the number of pixels in the matched filter and h(x, y) is
given by h(x, y) = h1(x)h2(y), where

h1(x) = −e(−x2/2σ 2
x ), h2(x) = �(y/L) (3)

where σx represents the bandwidth of Gaussian filter, L
represents the length of the segment for which the vessel is
assumed to have a fixed orientation and �(y) represents the
square function which is given by

�(y) =
{

0 |y| ≥ 1
2

1 |y| < 1
2

(4)

Here, in order to reduce the convolution computation, the
filtering is implemented in frequency domain. The Fourier
transform (F ) of the filter is given by

F(h(x, y)) =
∫∫

h(x, y)e− j2π(ux+vy)dxdy . (5)

As h1(x) and h2(y) are independent functions, their Fourier
transforms can be calculated separately as

H1(u) =
∫

−e(−x2/2σ 2
x )e− j2πuxdx = −

√
2π

σ 2
u

e(−u2/2σ 2
u ) (6)

and
H2(v) =

∫

�(y/L)e− j2πvydy = 2 sin 2πvL

πv
(7)

where u and v are the frequency components of the two-
dimensional filter and σu = 1

σx
. The frequency domain of

h(x, y) is given by

H(u, v) = −
√

2π

σ 2
u

e(−u2/2σ 2
u ) 2 sin 2πvL

πv
. (8)

As the frequency domain must be rotated by the same angle
θ that was applied to h(x, y), the frequency domain of the
matched filter is given by

Gθ (u, v) = Hθ (u, v) −
∑Nu

u=1

∑Nv
v=1 Hθ (u, v)

N
, (9)

where Hθ (u, v) = H(u cos θ − v sin θ, u sin θ + v cos θ), N
is the number of points in the matched filter and Nu and
Nv are the number of the points in u and v frequencies
respectively. The filtered image with different orientations is
given by

rθ (x, y) = F−1[I(l1, l2)Gθ (u, v)] (10)

where
I(l1, l2) = F(i(x, y)) . (11)

The output is given by

o(x, y) = max
θ

�[rθ (x, y)] . (12)

(a)

(b)

Fig. 2. The matched filter with θ = 0, (a) in spatial domain (g) (b) in
frequency domain (G).

Figure 2 illustrates the spatial and frequency domain of the
matched filter.

To distinguish between enhanced vessel segments and the
background, the enhanced retinal image, o(x, y), is processed
by a specific thresholding scheme. A candidate threshold is
defined for each intensity value i as follows:

ti = |o > i |
|o| , i = 1, 2, · · · , max(o) (13)

where | • | represents the number of elements and ti is the
candidate threshold. It was observed empirically that the veins
occupy between 10% to 15% of the pixels in the image o(x, y).
Therefore the optimum threshold (T ) and binary image (ib) are
given by

T = arg max
i

{ti |ti < 0.15} (14)

ib(x, y) =
{

1 o(x, y) ≥ T

0 o(x, y) < T .
(15)

Figure 3 illustrates the original, enhanced and filtered retinal
image. The binary retinal image generated in the frequency
domain takes 0.7 seconds per image whereas in the spatial
domain it takes 1.06 seconds per image.
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(a)

(b)

(c)

Fig. 3. (a) Retinal raw image from VARIA database [16], (b) normalized
retinal image using histogram equalization, (c) retinal image after applying 6
matched filters in frequency domain and finding the maximum response using
Eq. 12.

B. Retinal Feature Extraction
Feature extraction is the process of generating features

to be used in the classification task [30]. The extraction
task transforms rich content of images into various content
features. In this research work, the skeleton of the vessels
is extracted based on morphological image analysis and the
feature points (vessel bifurcations and crossovers) are used for
classification [28]. The skeleton of the binary image can be

expressed by

is =
Ns⋃

p=1

ip
b (16)

and
ip
b = (ib � pw) − (ib � pw) ◦ w (17)

where Ns = max{p|(ib � pw) �= ∅}, (ib � pw) and ◦ are
the morphological p successive erosion of ib and opening,
respectively, and w is a structuring element.

To detect the feature points, the skeleton image (is) is
scanned with a 9 pixel (3 × 3) mask. If the central pixel has
value 1 and has only one neighbour with value 1 then the
central pixel is a termination point. If the central pixel has
value 1 and has exactly 3 neighbours with value 1 then the
central pixel is a feature point. If this leads to neighbouring
pixels in the same 3×3 region being labelled as feature points,
the incorrect labels are removed, as follows. If a central pixel
is a feature point and has two or more neighbours which are
feature points and are on different sides of the central pixel
then only the central pixel will be listed as a feature point.

From Figure 4(b), it can be seen that there are several
spurious feature points (red marks) with short paths (from
red marks to termination points). To remove these points, the
length of each connected path to a spurious point is calculated
by tracing the skeleton of the connected path using a 3 × 3
mask. The connected path with termination point will be
removed if the length is less than 15 pixels.

The retina graph is generated from the true feature points
(yellow points) and the connected paths between them.
Figure 4(c) shows the feature points and resulting straight
edges which form the retina graph.

C. The Retina Graph

The retinal template is defined as a spatial graph extracted
from the retinal vasculature. The retina graph is defined by
g = (V, E, μ, ν), where the vertex set V is the set of feature
points extracted from the image skeleton and the edge set E
is the set of pairs of feature points connected by a vessel. The
vertex labeling function μ : V → R

2 maps each vertex v to its
cartesian coordinates (q1, q2) in the retinal image frame and
the edge labeling function ν : E → R

2 maps each edge e to
(l, θ), where the straight line between the pair of connected
feature points has length l and slope θ in the retinal image
frame. Figure 4(c) shows a typical retina graph.

IV. BIOMETRIC GRAPH MATCHING ALGORITHM

Image samples from the same retinal vascular pattern could
vary due to noise, translation, rotation and minor scale changes
involved during image capture. Furthermore, the skeleton
of the vasculature could be extracted partially when retinal
images have slight variation in illumination. These issues cause
changes in the structure of the spatial graphs, i.e, change in
the location of the vertices, number of edges and number of
vertices. Therefore, retina graphs are examples of noisy spatial
graphs. The BGM algorithm is a noisy spatial graph matching
technique that involves two modules: graph registration and
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(a)

(b)

(c)

Fig. 4. (a) Binarised image of the Retina in Figure 3(c) (b) The skeleton
of the retinal image in (a) with spurious feature points which have short
paths ending in termination points (red marks) and true feature points (yellow
marks). (c) Retina graph of (b) after removal of spurious points.

error-tolerant graph matching [15]. The graph registration step
aligns the graphs by comparing edge and vertex labels. The
error-tolerant graph matching stage outputs a spatial graph
called the maximum common subgraph (mcs), which will be
the intersection of the two compared graphs. Furthermore, the
BGM algorithm uses the topological features of the mcs to
distinguish between genuine and imposter comparisons.

A. Graph Registration Module

The aim of graph registration is to ensure that the two graphs
being compared are on the same spatial frame, free from the
effects of translation and rotation of the images. The graph reg-
istration module is a type of greedy RANSAC algorithm and
is described in Algorithm 1. The first stage of the registration
algorithm is edge comparison. Here, every pair of edges from
the compared graphs are scored using a dissimilarity measure

Algorithm 1 Graph Registration Module

based on their edge labels. Let Ni denotes the number of most
similar edge pairs (lowest dissimilarity) which are considered
to find the best alignment of the compared graphs (g, g′). For
each edge pair, the compared graphs are translated and rotated
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to make the start vertices of the respective matching edges as
the origin. Then, the vertex labels of the translated and rotated
graphs (go, g′

o) are compared with each other. If the Euclidean
distance between the labels of a pair of vertices (vi , v

′
j ) is

less than a tolerance, ε, the vertices are considered to match.
The number of matched vertices (C) is used to calculate a
distance score (dk) between go and g′

o. The edge pair giving
the smallest dk is used for alignment. The outputs of the
registration module are the pair of aligned graphs (ga, g′

a).
Figures 5(a) and 5(b) show the registration between a typical
genuine pair and imposter pair of graphs.

B. Error-Tolerant Graph Matching Module

Once two graphs are aligned, an error-tolerant graph match-
ing module is used to compare the noisy spatial graphs. This
module first uses a sub optimal polynomial time algorithm
described in [31], that treats the noisy graph matching problem
as an assignment problem in a bipartite graph and is a clever
modification of Munkres’s algorithm [32]. The input to this
algorithm is a cost matrix C which represents the cost of edit
operations to convert ga to g′

a. The permitted edit operations
are deleting vertices of ga , substituting a vertex of ga with a
vertex of g′

a and inserting vertices of g′
a .

The cost matrix C defined in [31] is given as:

C =
[

C1 C2
C3 C4

]

(18)

where C1 = [ci j |1 ≤ i ≤ m, 1 ≤ j ≤ m′] and ci j represents
the cost of substituting vertex vi of ga with vertex v ′

j of g′
a.

The sub-matrices C2 and C3 are square matrices with all
elements outside the main diagonal equal to ∞. The diagonal
elements, ciδ of C2 and cδ j of C3 indicate the cost of deleting
vertices of ga and inserting vertices of g′

a respectively. C4 is
an all zero matrix.

The performance of the matching algorithm is strongly
dependent on how well the definition of ci j , cδ j and ciδ , reflect
the characteristics of the graphs being compared. In this paper,
the cost functions defined by [15] for spatial biometric graphs
are used and are as follows:

ci j = ||vi , v
′
j || =

√
((q1)i − (q ′

1) j )2 + ((q2)i − (q ′
2) j )2.

(19)

cε j = CI D(1 + D(v ′
j )) (20)

ciε = CI D(1 + D(vi )) (21)

where CI D is the cost of deleting a vertex from ga or inserting
a vertex in g′

a and D(v) is the degree (number of incident
edges) of vertex v.

The algorithm has two outputs, the minimum graph edit
distance between ga and g′

a and the optimal graph edit path. In
this paper, the optimal graph edit path is used to define a mea-
sure of dissimilarity between ga and g′

a . The optimal graph edit
path indicates the cheapest set of edit operations to convert ga

to g′
a. From these edit operations, the list of substitutions give

the vertex correspondences between ga and g′
a while the dele-

tions and insertions identify the outlier vertices in ga and g′
a

respectively. A new graph, called the maximum common

subgraph mcs(ga, g′
a) of ga and g′

a is defined from the list
of substitutions. Formally, it is a vertex-induced subgraph of
g′

a [15] that contains the vertices of g′
a that are substitutions

for vertices in ga . An edge exists in the mcs if an edge
exists between a pair of vertices in ga and the corresponding
substituted vertices in g′

a . (Note that defining mcs(ga, g′
a) as

a subgraph of ga is equivalent.)
A study of the mcss demonstrates striking differences in

graph topological characteristics that can be used to distinguish
between a genuine and an imposter comparison. Figures 5(c)
and 5(d) show the mcss from the genuine and imposter
comparisons in Figures 5(a) and 5(b), respectively.

Three measures, two of which are new, are obtained from
observations on the topological features of mcs(ga, g′

a). The
first observation is the size of the mcs. A genuine mcs typically
has more vertices than an imposter mcs. We use the best-
performing distance in the literature (see [17]) based on mcs
size, given by

dv = 1 − |mcs(ga, g′
a)|√|ga||g′

a|
(22)

where | • | defines the number of vertices in the graph. The
second, new, observation is that a genuine mcs typically has
more connected components than an imposter mcs. Further,
the components in a genuine mcs involve more vertices than
the components in an imposter mcs. A distance based on the
sizes of the two largest components in mcs(ga, g′

a) is given
by

dc = 1 −
∑2

i=1 Ci
√|ga||g′

a|
, (23)

where Ci is the number of vertices in the i th largest connected
component in mcs(ga, g′

a). The third, new, observation is that
a genuine mcs typically has vertices of higher degree than an
imposter mcs. The maximum vertex degree in mcs(ga, g′

a) is
given by

Dmax = max(D(vk)), k = 1, 2, . . . , |mcs(ga, g′
a)|. (24)

One or more of these measures are used in the graph
matching process of the BGM algorithm.

V. EXPERIMENTAL PROCEDURE

To evaluate the BGM algorithm, the VARIA database [16]
is used for the experiment. It has 233 images from 139
people, with between one to seven samples per person. The
images with only one sample and some samples that were
identical to each other are excluded from the database. This
left 135 retina images from 57 individuals including 42 with
2 samples, 10 with 3 samples, 4 with 4 samples and 1 with
5 samples. The retinal vasculature is extracted using a family
of six matched filters (16 × 15 pixels) from which at each
pixel only the maximum of their responses is retained and the
binary image is created based on threshold. The spatial graphs
are generated from the binary image using morphological
operators described in Section III.

In order to validate the automatic extraction process, the
spatial graphs are also created by manually extracting the
locations of the feature points using a GUI-based point and
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click tool [17]. The edges in the graph are identified by
tracing along the ridges between two feature points. The
BGM algorithm is performed on both automatic and manually
extracted retina graphs.

The BGM algorithm has three main parameters that need to
be tuned including the number of most similar edge pairs (Ni )
to be considered in the registration algorithm, the tolerance
(ε) and the cost (CI D). A large value of Ni significantly
increases time for graph registration whereas a small value of
Ni might overlook the best edge pair. In this experiment, Ni =
50 is chosen empirically, as no improvement is obtained in
the matching performance by increasing beyond this number.
The value of ε defines the level of tolerance to non-linear
distortion that is allowed when matching vertices between two
graphs. A large value allows for false vertex matches while a
small value is too restrictive on the vertex matching process.
A small CI D results in more insertions of vertices in g′

a and
deletions of vertices in ga over substitutions leading to small
and sparse mcss. On the other hand, a large CI D results in
more substitutions of vertices from ga to g′

a, leading to large
and dense mcss.

The VARIA database is divided into two parts: the first 33
individuals form the training set and the rest of the images
form the testing set. The training set has a total of 67 genuine
comparisons between samples of the same individuals. The
first sample of each individual is compared against each other
to obtain 528 imposter comparisons. The training set is used to
model the distribution of genuine and imposter comparisons.
The testing set has a total of 47 genuine comparisons and 253
imposter comparisons and is used to validate the performance
of the BGM algorithm.

A. Single Graph Measure Based BGM

The match score between a pair of graphs is defined by
a single measure (dv) from Eq. 22. The training set is used
to determine empirically the ε and CI D values that give the
largest separation between the genuine and imposter scores.
The genuine scores are expected to be close to 0 while the
imposter scores are expected to be close to 1. A complete sep-
aration between the genuine and imposter scores is achieved
when this separation is a positive value. The minimum, or
nearest neighbour (NN), distance between genuine comparison
scores and imposter comparison scores is the decision range
in which the FMR and the FNMR are both 0.

A pair of (ε, CI D ) that gives the largest NN distance on
the training set is used for verification. For the automatically
extracted graphs, (ε = 5, CI D = 5) are the best parameters.
The distribution of the scores and their separation is shown
in Figure 6 (a). For the manually extracted graphs, (ε = 10,
CI D = 5) are the best parameters and the score distribution
using these parameters is shown in Figure 6 (b).

A complete separation between the genuine and imposter
score distributions is achieved in both the automatic and
manual training sets. The score distribution from the train-
ing set is typically used to select operating thresholds for
validation. However, an operating threshold selection using
this distribution is unreliable as the training set has limited

(a) (b)

(c) (d)

Fig. 5. (a) Registration of a pair of graphs in a genuine comparison,
(b) Registration of a pair of graphs in an imposter comparison, (c) Maximum
common subgraph (mcs) for the pair of graphs in (a), (d) Maximum common
subgraph (mcs) for the pair of graphs in (b). In (a) and (b) notice that the
aligned edge pair is at (0,0) of the reference frame. The mcs is the result of
graph matching where vertices are matched and edges are common to both
graphs. The genuine mcs in (c) has longer paths, more vertices and edges and
more and larger components than the imposter mcs in (d).

TABLE I

VALIDATION FOR AUTOMATIC AND MANUAL RETINA GRAPHS USING

BGM ALGORITHM

Automatic Graph Extraction
Training Set (KDE) Testing Set (Empirical)

FMR Threshold FMR FNMR
EER 0.005 0.76 0 0

FNMR100 0.002 0.74 0 0
FNMR1000 0.03 0.79 0.02 0

Manual Graph Extraction
Training Set (KDE) Testing Set (Empirical)

EER 0.001 0.76 0.0039 0
FNMR100 0 0.72 0 0
FNMR1000 0.001 0.77 0 0

size. To overcome this issue, a KDE is performed on the
observed scores which gives a statistical estimation of the
genuine and imposter score distributions [6]. The bandwidth
of KDE is selected based on the mean integrated squared
error [6]. Figures 6 (a) and (b) show the KDE curves for the
automatically and manually extracted graphs respectively.

As retina systems are used in high security applications
where false matches must be avoided, the thresholds at
FNMR100 and FNMR1000 are used for verification. In this
experiment, three operating points are chosen including EER,
FNMR100 and FNMR1000 for validation using the testing set.
The FMRs and corresponding thresholds at these points are
obtained from KDEs and the results are illustrated in Table I.
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(a)

(b)

Fig. 6. The training set histogram and KDE of genuine and imposter
scores for (a) automatic retina graph extraction and (b) manual retina graph
extraction. The KDE bandwidth is chosen based on mean integrated squared
error. As there is complete separation between genuine and imposter scores,
the EER for both automatic and manual graph extraction is zero when using
distance measure (dv ). The theoretical EER using KDE is 0.005 and 0.001
for automatic and manual graph extraction respectively.

B. Multiple Graph Measures Based BGM

While a complete separation is obtained by using the single
measure dv , the other two measures dc and Dmax are used to
improve the discrimination between genuine and imposter in
the training set. Figure 7 plots the three measures resulting
from the genuine and imposter comparisons in the training
set. The three measures from the training set are input to
a linear SVM classifier and the maximum margin plane is
used for classification [33]. Figures 8(a) and 8(b) show the
classification of genuine and imposter scores by the SVM
classifier for automatically and manually extracted graphs.

To overcome the limited data size, a KDE of the distrib-
ution of the multiple graph measures is used to estimate the
verification performance. Two-dimensional KDE surfaces for
the three combinations, (dv , dc), (dv , Dmax ) and (dc, Dmax ),
of the graph measures and a three-dimensional KDE surface
for the three graph measures (dv , dc, Dmax ) taken together are
calculated. In order to compare the classification performance
when using multiple measures over a single measure, we need
to compare the misclassification error rates at a comparable
threshold on the KDE surfaces and KDE curves respectively.
As it is not straightforward to compare a single dimension
threshold with a multi dimension threshold, an innovative
technique is introduced to enable a fair comparison. First, an
SVM classifier is trained on the multiple graph measures from
the genuine and imposter comparisons in the training set to

(a)

(b)

Fig. 7. Multiple graph measures of training set for (a) automatic graph
extraction and (b) Manual graph extraction. It can be seen that the discrim-
ination between genuine and imposter scores is increased when using two
extra measures dc and Dmax .

obtain the maximum margin line (two measures) or maximum
margin plane (three measures). The maximum margin line
or plane is used as the threshold at which misclassification
error is calculated for the multiple measures. Let fg(x)
and fi (x) denote the KDE surfaces/curves for genuine and
imposter comparisons obtained from the training data. The
variable x = 〈xi 〉, i = 1, 2, · · · D where D = 1, 2 and 3
for one, two and three graph measures respectively. The
KDE surfaces/curves were generated using the kde function
in the ks package in R and the bandwidth matrix is gen-
erated using an unconstrained data-driven bandwidth matrix
plug-in also available in the ks package. Let 	 denote the
region on the genuine side of the decision boundary and
	′ denote the region on the imposter side of the decision
boundary.

For two graph measures, the FMR and FNMR from the
KDE surfaces at the maximum margin line is given by:

FMR2d =
∫∫

x∈	

fi (x)dxdy (25)

FNMR2d =
∫∫

x∈	′
fg(x)dxdy (26)

A similar triple integral can be defined for FMR3d and
FNMR3d when computing for three graph measures. Fig-
ure 8(a) can be treated as a two-dimensional projection of the
distribution of the three graph measures on the (dv , dc) axis.
Figure 9 shows the corresponding KDE surface for distribution
of (dv , dc) as a heat map with the maximum margin line
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(a)

(b)

Fig. 8. Discriminating effect of multiple graph measures on the training set
of (a) automatic and (b) manual data. The black line illustrates the maximum
margin boundary between genuine and imposter scores. Different colors are
used for Dmax measure. It can be seen that the distance between genuine and
imposter scores with same Dmax is increased compared to the same scores
in dv measure. Furthermore, the dc measure improves the separation between
genuine and imposter scores.

Fig. 9. The two dimensional KDE distribution for automatic data with the
separating line defined by the SVM classifier. The region below the line is
	 and that above the line is 	′. When estimating the error, the region under
the imposter KDE that lies in 	 contributes to the FMR and the region under
the genuine KDE that lies in 	′ contributes to the FNMR. The axes d∗

v and
d∗

c represent values of dv and dc rescaled by the SVM classifier.

between the two surfaces. In this case 	 is the region below
the line and 	′ is the region above the line. The KDE surfaces
of the genuine and imposter distributions will have their tails
in the 	′ and 	 regions respectively allowing us to obtain
non trivial FMR and FNMR values at the threshold defined
by the maximum margin line. Next, the KDE curves of the
single graph measure are used to locate the threshold T where

TABLE II

IMPROVED PERFORMANCE OF MULTIPLE GRAPH MEASURES OVER

SINGLE GRAPH MEASURES

FNMR
Multiple Single FMR FMR
Measures Measure Multi Single

Automatic
0.059 dv , dc, Dmax dv 6.4E-5 4.4E-3
0.039 dv , dc dv 3.5E-4 1.1E-2
0.052 dv , Dmax dv 7.81E-6 6.24E-3
0.25 dc, Dmax dc 1.3E-3 3.4E-3

Manual
0.008 dv , dc, Dmax dv 0 5.1E-3
0.014 dv , dc dv 0 7.3E-4
0.006 dv , Dmax dv 0 1.4E-2
0.066 dc, Dmax dc 0 7.2E-3

the FNMR is equal to that obtained from the KDE surfaces
of multiple graph measures. The corresponding FMR at this
threshold T is

FMR1d =
∫ T

0
fi (x)dx, (27)

Four experiments are run on both the automatic and manual
training data comparing three combinations of two graph
measures and one combination of three graph measures against
their corresponding single graph measure. The FMRs for the
multi and single graph measures are noted in each case at the
common FNMR. The results are recorded in the Table II.

With regards to execution time, each retina pair com-
parison involving graph creation, registration and matching
takes approximately 6 seconds with the majority of the time
consumed by the registration process. Feature extraction from
the image takes 0.8 seconds while the graph matching takes
only 0.1 seconds. Registration involves testing a maximum of
Ni = 50 edge pairs for alignment and takes under 6 seconds
on average for every pair. The experiments were run on an
Intel 3.4 Ghz PC using the software environment R.

VI. DISCUSSION OF RESULTS

When only dv is used in the BGM, the manually extracted
graphs gave a larger separation than automatic ones. In many
cases manual graph extraction captured more features than
automatic graph extraction, resulting in a greater distinguish-
ing ability for the manually extracted graphs. If the theoretical
model is a good predictor of the behavior of the retinal
verification framework, the performance on the testing set
must not be significantly worse than the predicted error rates.
The results in Table I show that the performance on testing is
better than the predicted performance, thus demonstrating that
a reasonable estimate of the performance of the framework can
be obtained by using a KDE based statistical model to predict
the score distribution, when the size of database is limited.

The real benefit of the BGM algorithm comes from the
ability to use multiple graph measures to support the classifi-
cation process. As we get complete separation for the retina
data in both single and multiple graph measures, the KDE
curves/surfaces give a theoretical estimate of the improvement
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obtained using multiple graph measures. Although we run
the risk of extrapolating beyond the data using KDE, this
technique is useful to estimate the performance in the absence
of large public retina databases. Figures 8 and 9 show cor-
relation between the three graph measures. However, as they
are not perfectly correlated there is potential for improvement
in classification when the measures are combined. Observing
columns 4 and 5 in Table II, notice that the multiple graph
measures give a lower FMR than the single graph measure
in every experiment for both automatic and manual data. For
the automatic data the drop in FMR on using multiple graph
measures ranges between 60% for (dc, Dmax ) vs dc to above
two orders of magnitude for the other three comparisons. For
the manual data the FMR drops to 0% on using multiple graph
measures. The kde function in R estimates 0 density for all
points on the imposter KDE surface lying below the separating
boundary. The lowest non-zero imposter KDE density for
the manual data is of the order of E-26, and lies above the
separating boundary. This implies a very small FMR value
would be found in larger populations.

For comparison with state-of-the-art, the proposed frame-
work used multiple characteristics of the scores of retina
graphs in the decision making process whereas previous state-
of-the-art retinal verification frameworks used only a single
measure to compare the retinal templates [3]–[5], [7] and
it achieves complete separation on the VARIA database.
The state-of-the-art results have shown complete separation
between the genuine and imposter scores using VARIA data-
base [4], [5]. However, only [4] validated against a testing set
and none used statistical models of the score distributions to
compensate for the small database.

VII. CONCLUSION

An automatic retinal verification system has been presented
based on the Biometric Graph Matching algorithm. The retinal
image was enhanced using histogram equalization and then the
retinal skeleton vessels of the enhanced image were extracted
using matched filters and morphological operators. A spatial
graph was generated from this skeleton of retinal vessels and
it was used as an input to the BGM algorithm. The BGM
algorithm used multiple graph topological measures including
mcs size, size of two largest components of the mcs and
maximum vertex degree of the mcs to compare a pair of
noisy spatial graphs and generate a set of scores from the
training set. A single graph measure in the BGM algorithm
gave complete separation between genuine and imposter scores
on the training set. The distribution of these scores was
modeled using KDE and the thresholds at EER, FNMR100
and FNMR1000 were chosen to validate the model using the
testing set. Experimental results indicated that the KDE model
was a good fit to the data and showed marginal difference in
performance between the automatic and the manually extracted
graphs. Multiple graph measures derived from the BGM
algorithm were shown to enhance matching performance of
the verification system. This was proved using a novel com-
bination of SVM classification and KDE curves/surfaces. In
every experiment on the manual and automatic data, using two

or more graph measures to discriminate genuine comparisons
from imposters gave a better performance than using a single
measure. In many cases there was a drop of over 2 orders
of magnitude in error rate when using multiple measures
compared to a single measure.

The future work in this area will include improving the
algorithm for the removal of spurious vertices during graph
creation, optimising the registration algorithm to increase
speed, using additional graph based edge and vertex attributes
derived from the retinal image for matching and using new
distance measures to aid the classification task. This research
also seeks to test the verification system on larger retina
databases with high quality color images and multiple samples,
when such become available.
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